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ABSTRACT 

There is provided a configuration enabling prevention in advance of leakage and 
outflow of secret information in the local network, such as private data and content whose 
copyright and use right is restricted. A plurality of identification information of a 
communication destination device are acquired at different data processing levels. 
Identification information acquired by data processing at a level of a physical layer or a data 
link layer of the OSI reference model and identification information acquired by data 
processing at a layer level of a network layer or higher are received and these identification 
information are matched. In addition, at l e ast on e of identification information r e c e iv e s 
g e n e rat e d data g e n e rat e d by an encryption proc e ss or a hash valu e g e n e ration proc e ss based 
on s e cr e t information shar e d with th e communication sourc e d e vic e . By matching a plurality 
of id e ntification information and in accordanc e with a satisfi e d or an unsatisfi e d state of th e 
matching, it is d e t e rmined wh e th e r or not th e communication d e stination d e vice is a d e vic e 
conn e cted to th e sam e local n e twork. 
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